ML-LOO: Detecting Adversarial Examples with Feature Attribution
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PERFORMANCE ON KNOWN ATTACKS

ABSTRACT HISTOGRAM OF LOO DISPERSION
Deep neural networks obtain state-of-the-art performance on a series of o +  FGSM (Goodfellow, Shlens, and Szegedy 2014).
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tasks. However, they are easily fooled by adding a small adversarial * L%- PGD (Kurakin, Goodfellow and Bengio 2017; Madry et al. 2018).
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We also show that our method achieves competitive performance even when 2 : 1 R ~ i
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FEATURE ATTRIBUTIONS

PERFORMANCE ON MIXED-CONFIDENCE ATTACKS

For a given instance, assign a vector of importance scores for each

feature. * Evaluate detectors on adversarial examples with mixed confidence levels
(Lu, Chen, Yu 2018; Athalye, Carlini, Wagnar 2018).
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PERFORMANCE ON TRANSFERRED ATTACKS

* Train ML-LOO on CW attack and evaluate it on other attacks.

6(2); 1= f(z)e — f(a(p)es where ¢ = argmax f(2);

A DIFFERENCE IN ATTRIBUTION MAPS Step Z: Fit a logistic regression
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